
authorization that
scales



$ whoami

● cofounder authzed, creators of SpiceDB
○ Previously Red Hat, CoreOS
○ OCI Maintainer, co-creator Operator Framework, etc...

● contact
○ email jimmy@authzed.com
○ github @jzelinskie
○ x @jimmyzelinskie
○ bsky @jimmy.zelinskie.com
○ discord.gg/spicedb @jzelinskie



⛔ Jargon alert ⚠



AuthN vs AuthZ



AuthN vs AuthZ
identity vs access management



AuthN vs AuthZ
identity vs permissions



Broken Access Control
is #1 on OWASP's Top 10

most critical security risks
to web apps



how did we get here?
Broken Access Control

is #1 on OWASP's Top 10
most critical security risks

to web apps



... i'm not pointing any fingers, but ...
    let's dive into the history of two groups:

● ACADEMICS
● INDUSTRY PRACTITIONERS
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ACADEMIA
● 1983 - DAC/MAC
● 1992  RBAC
● 2015  ABAC
● 2019  ReBAC

● Discretionary Access Control
○ e.g. file systems/google docs

● Mandatory Access Control
○ e.g. SELinux

● As old as war itself
● TCSEC documents DAC/MAC



ACADEMIA
● 1983  DAC/MAC
● 1992  RBAC
● 2015  ABAC
● 2019  ReBAC

● Role-based access control
○ map users to groups that 

delegate access
● e.g. every enterprise app 

you've ever used
● It's never the same



ACADEMIA
● 1983  DAC/MAC
● 1992  RBAC
● 2015  ABAC
● 2019  ReBAC

● Attribute-based access 
control

● usually extends RBAC
○ "roles" become an attribute

● adds real-time context



ACADEMIA
● 1965  Multics File system
● 1983  DAC/MAC
● 1992  RBAC
● 2015  ABAC
● 2019  ReBAC

● Hierarchical file system tree
● Every branch had 5 attributes

○ read
○ write
○ exec
○ append
○ trap



ACADEMIA
● 1965  Multics File system
● 1983  DAC/MAC
● 1992  RBAC
● 2015  ABAC
● 2019  ReBAC

● Relationship-based access 
control

● 2007  Carrie Gates coins the 
term

● 2019  Google's Zanzibar
● 2021  SpiceDB is OSS



... i'm not pointing any fingers, but ...
    let's dive into the history of two groups:

● ACADEMICS
● INDUSTRY PRACTITIONERS



INDUSTRY

Monolithic Application

code embedded in applications



INDUSTRY

Traffic scaled past the limits 
of the solution Performance impact

Customers are requesting tricky 
features Development blocked

Entering new geographies, data 
isn’t distributed Market excluded, revenue lost

latency

complexity

distribution

falls over at some point



INDUSTRY
a redesign/fix is intricate

1 engineer * (1 month implementation +
              1 month QA +
              1 month deployment)
= 1 new permission



INDUSTRY
rinse & repeat



how do we fix it?
Broken Access Control

is #1 on OWASP's Top 10
most critical security risks

to web apps



how do we fix it?
"Although RBAC has a long history and remains 

popular among software developers today,

ABAC and ReBAC
should typically be preferred for application 

development"
— OWASP Authorization Cheat Sheet



why?
● fine-grained, complex Boolean logic
● speed
● robustness
● multi-tenancy
● management ease

— OWASP Authorization Cheat Sheet



Google 
Zanzibar

2019



wait...what is this magic?

Gmail Google Docs



how do i zanzibar?
— you





but WHAT IS SpiceDB

● highly parallel graph database optimized for authorization queries
● gRPC & HTTP API service written in Go
● additional servers to power devtools, testing services



$ kubectl create SpiceDBCluster



$ kubectl scale



$ whatis zed

● CLI tool for SpiceDB
● manage credentials, backup/restore, import, validation
● commands for SpiceDB APIs + debugging



https://play.authzed.com

● web IDE powered by WebAssembly



SpiceDB is Zanzibar +

Relationships as edges 
in a graph (ReBAC)

Schema to flexibly interpret 
those relationships

Scalable to >10M QPS at 
99.999 availability

Built to support distributed 
data stores

Solves the new enemy problem 
with tokens “Zookies”

ABAC support with 
SpiceDB “Caveats”

Ability to model more 
complex user systems

Relations distinguished 
from permissions

More granularly tunable 
consistency

Improved devX: schema 
language, playground

Za
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Reverse indexing: who 
has access to what?



how do i spicedb?
— you

discord.gg/spicedb



discord.gg/spicedb

thankz!



SpiceDB
mature, open-source

ReBAC



spicedb dispatching

● api requests broken down into sub-requests, evaluated in parallel
● requests must be served from memory to meet latency requirements



discord.gg/spicedb

youtu.be/cbZusvT3PLs

thanks!
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