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Adding API Security
to your DevSecOps
Toolbelt



What are the Stakes?

Cyber combat precedes physical combat
Nation State APTs
NSA fumble
Cybercrime costs $10 Trillion annually
$4.9 million average breach cost
Regulatory fines
Business impact
Bankruptcy for small firms
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Why API Security

85% of web attacks are now API attacks
Data is the new GOLD
DevOps success
Increased vulnerability
API interdependent vulnerabilities
Internal doesn’t mean secure
Fix in Dev vs Ops
1200:1 | Devs:AppSec
Technology, Processes, People
ITERATIVE LIFT not a BURDEN



Discovery

API asset inventory, change
detection, network mapping,
reconnaissance.

Posture Management

Configuration control, vulnerability
management, remediation prioritization.

Runtime Protection

Detection and prevention of
attackers and suspicious behavior in
real time.

API Security Foundation

Active Testing

Secure APIs in dev to stop
vulnerabilities before production.



DevOps

Back to Agenda Page

DevOps Software
Factory

Fast release
Predictable
results
Infra as Code



DevSecOps

Back to Agenda Page

DevSecOps
Software
Factory

Shift Left
Testing
built into
stages
Not
enough



DevSecOps

Back to Agenda Page

DevSecOps
Lifecycle

DoD model
Security at
every
stage
Compre-
hensive
code
lifecycle



Technology

Back to Agenda Page
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Technology

Behold the API
Landscape





Technology
OWASP API Security Tools List

https://owasp.org/www-community/api_security_tools

Summary

56 tools

36 Commercial
13 Posture (1 w/o Runtime)
13 Runtime (1 w/o Posture)

35 Testing (22 w/o RT/P)

20 Open Source
1 Posture (w/ Testing)

1 Runtime (w/o Testing)
19 Testing (1 w/ Posture)



Technology



Technology

Security Findings Detail

Vulnerability enumeration
What to do and why
Evidence available



Technology
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Processes
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People

Break down silos
DevSecOps Center of Excellence
Share best practices
Technical trainings
Resourcing 70:20:10
Gamification
Social events
Cross-Incentivize 



What are the Stakes?

Cyber combat precedes physical combat
Nation State APTs
NSA fumble
Cybercrime costs $10 Trillion annually
$4.9 million average breach cost
Regulatory fines
Business impact
Bankruptcy for small firms



Q&A

Thank you!

Contact me at 
sbly@sisinc.com

 LinkedIn
https://linkedin.com/in/blyscott


