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Position Coaches

Football

Subject Matter 
Experts (SMEs)

Security

Role: Provide expertise on a 
specialized group

Responsibilities: Develop 
individual player skills

ex. Quarterback coach

Role: Provide expertise on 
specialized security topic

Responsibilities: Use expertise to 
advise & implement security 

strategy  
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Incident Response 
Playbook

Security

Role: Collection of potentials 
plays to be run

Role: Outlines a set of 
procedures for responding to 

security incidents 
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Receivers &
Running Backs

Football Security

Role: Find holes in the defense to 
gain yards and score  

Role: Use vulnerabilities in a 
system to gain access

Tools & Scripts
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Nose Tackle

Football

Static Composition 
Analysis (SCA)

Security

Role: Specialized player in the 
middle to help stop plays early

Responsibilities: Pressure the 
quarterback and disrupt run plays

Ex. Vince Wilfork

Role: Find vulnerabilities in 
third-party libraries

Responsibilities: Identify 
vulnerable dependencies and 

associated versions
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Inside Linebackers

Football

Penetration Testing

Security

Role: Protect the gaps missed by 
the d-line

Responsibilities: Stop run plays 
and short pass plays

Ex. Ray Lewis

Role: Run custom attacks to find 
runtime vulnerabilities 

Responsibilities: Manually find 
custom and complex 

vulnerabilities, cover gaps that 
automated tools miss
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Cornerback

Football

Web Application 
Firewall (WAF)

Security

Role: Cover the short and 
intermediate areas

Responsibilities: Stop any 
breakthrough runs and stop 

passes

Ex. Deion Sanders

Role: Block malicious attacks by 
filtering and monitoring incoming 

web traffic

Responsibilities: Protect against 
DDoS and other suspicious 

payloads 



117

Safety

Football Security



118

Safety

Football Security

Role: Cover and protect the deep 
part of the field  



119

Safety

Football Security

Role: Cover and protect the deep 
part of the field  

Responsibilities: Disrupt the pass 
or tackle the receiver



120

Safety

Football Security

Role: Cover and protect the deep 
part of the field  

Responsibilities: Disrupt the pass 
or tackle the receiver

Ex. Ed Reed



121

Safety

Football

Runtime Application 
Self Protection 

(RASP)

Security

Role: Cover and protect the deep 
part of the field  

Responsibilities: Disrupt the pass 
or tackle the receiver

Ex. Ed Reed



122

Safety

Football

Runtime Application 
Self Protection 

(RASP)

Security

Role: Cover and protect the deep 
part of the field  

Responsibilities: Disrupt the pass 
or tackle the receiver

Ex. Ed Reed

Role: Prevent exploits by using 
context and data from 
application requests



123

Safety

Football

Runtime Application 
Self Protection 

(RASP)

Security

Role: Cover and protect the deep 
part of the field  

Responsibilities: Disrupt the pass 
or tackle the receiver

Ex. Ed Reed

Role: Prevent exploits by using 
context and data from 
application requests

Responsibilities: Monitor and 
block exploits within the 

application
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Communication 
is key to ensure 
that everyone 

knows their job.

Not every player 
needs to be used 
in every situation.  

Continue to adapt 
and adjust the 

defense until you find 
a working 

combination.  
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JavaScript Website in Production

Scenario:

You have a JS website in production that consists of a frontend, a backend, 
and an api. 



\

131

JavaScript Website in Production

Scenario:

You have a JS website in production that consists of a frontend, a backend, 
and an api. 

Tools Needed: 
- SCA and IAST
- Penetration Testing and DAST scans
- RASP 



132

JavaScript Website in Production

Scenario:

You have a JS website in production that consists of a frontend, a backend, 
and an api. 

Tools Needed: 
- SCA and IAST
- Penetration Testing and DAST scans
- RASP 

Tip: For faster feedback, add the scans to pull requests or the CI/CD pipeline!
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Watch 
film

Create a 
playbook  

Walkthrough 
plan
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ç

What 
challenges did 

we face?

What went 
wrong? 

What lessons 
did we learn?

What could be 
improved for 

next time?
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https://securitylabs.datadoghq.com/newsletters/



Questions?



Thank you!


