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What is Post Quantum Cryptography- R
(PQC)? -

‘Quantum Safe"
cryptography focused on developing encryption
algorithms that can run on today’s classical
computers but withstand attacks from future
gquantum computers

“Quantum Resistant”



WhyweneedPQC

Future proof - Quantum computers could break many
public-key cryptosystems, which would compromise digital | /
communication such as PKIl, TLS, SSH, Encryption at rest \ | //
Quantum Attacks - PQC aims to keep existing public key 7
Infrastructure secure in the future

Compliance - Aligns with emerging cryptographic standards




Quantum Threat - Harvest Now, Decrypt Later—

Data Collection

Attackers could be collecting encrypted data today using
current encryption algorithms, such as RSA or ECC

Future Decryption

When quantum computers reach sufficient capabilities, attackers can use
algorithms like Shor's to decrypt the collected data, revealing sensitive
information that was previously protected by today's encryption methods.




The Quantum Threat Timeline

NIST Releases first set of NIST Deprecates RSA, NIST Disallows RSA,
PQC algorithms ECDSA and EdDSA ECDSA, EdDSA

IBM - RSA 2048 cracked

2024 2026 2028 ZDBEH 2032 2034 2036

' Fault Tolerant QC . .
IBM - 300 Qubits IBM - 1 Million Qubits

> NISQ Era - Noisy Intermediate-Scale Quantum >> Fault Tolerant QC >




Classical encryption algorithms,
resistant to quantum computers

Encryption algorithms using
Quantum Computers



Cryptography 101~

e Types of cryptographic categories
o Symmetric - uses a single shared key for both encrypting and decrypting data /

m faster and more efficient than asymmetric encryption \\ /7
m typically used for bulk encryption / encrypting large amounts of data X, |
o Asymmetric (Public Key Cryptography) - uses two separate keys (publicand//
private) where one key encrypts data and the other decrypts it |
o Hashing functions - is a one-way function that transforms data into a

fixed-length string. Primarily used to verify data integrity rather than
confidentiality




Cryptography 101: Symmetric Encryption

Alice wants to send a secret message to Bob

They exchange a shared secret key to decrypt and encrypt the message

Shared Key Cipher text ~ Shared Key

ON SN . RS

Plain text Decryption Plain text
message ] message

ALICE

: Encryption

_____________________________________________________________________________________________________________________

e AES (Advanced Encryptlon Standard) + key length (128, 192, 256)
. e DES (Data Encryption Standard) - 3DES
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Cryptography 101: Asymmetric Encryption .

Alice wants to send a secret message to Bob Alice Bob

Public Public
Key Key

Internet

Bob’s Public Key Bob’s Private key
9 GE - - -5 -
B¢ oo >
Plain text Encryption  gipher text DECrYplion  ppgjntex; e
ALICE message ': message BOB
Al Al | Bob Bob
?Plﬁ;elic ePrlinZte ipzbl/? ; /

Key Key ! Key
1

. o RSA (Ron Rivest, Adi Shamlr Leonard Adleman) + key length (128, 192,
e DSA (Data Encryption Standard) - 3DES //
. o ECC (Elliptical Curve Cryptography) - ECDSA, Ed25519, ECDH



Cryptography 101: Hashing Functions (mjtTﬁ

£0¢ | 64ec88ca00b2 W/
i ) 68e5bala3s67 : /
8a1b5316d212 \ /
SHA-512 ; f4f366b24772 / // /
! 32534a8aeca3 AN
3 7f3c
! / /
7
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Plain Text Hash Function Hashed Text

64 characters long

e SHA-2 (Secure Hash Algorithm) - SHA-256, SHA-384, SHA-512 M
e SHA-3 7 A

______________________________________________________________________________________________________________________




Cryptography 101: Hashing Functions (2 of 2)—

The SHA Hash Family: SHA<256; SHA-384, SHA<512, SHA3-256,..

ha

256/8=32 1),
(8 bits =1 byte) '384/8 48 / ;/
512/8 =64/

#echo -n "Hello World!" | openssl dgst -sha256
SHA2-256(stdin)= 7f83b1657ff1fc53b92dC18148a1d65dfc2d4blfa3d677284addd200126/:|90

AN

SHA2-256(stdin)= 7f83b1657ff1fc53b92dc18148a1d65dfc2d4blfa3d677284addd200126d9069
SHA2-384(stdin)= bfd76c0ebbd006fee583410547¢c1887b0292be76d582d96c242d2a792723e3fd6fd061f9d5cfd13b8f961358e6adbada
SHA2-512(stdin)= 861844d6704e8573fec34d967e20bcfef3d424cf48be04e6dc08f2bd58c729743371015ead891cc3cflc9d34b49264b510751b1ff9e537937bc4

RS

More hash bits == Higher collision resistance == More secure



Classical Quantum Computing
Bit Qubit
0] 2 lp)y=a|0)+(]1)

Qubit Quantum State

or




Quantum Computin

Superposition

Allows Quantum Bits or qubits to
represent both 0 and 1
simultaneously

Entanglement

Can perform multiple
calculations at once

Interference

Provides computational speedups
by manipulating probabilities
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Shor’s Algorithm

e Shor’s Algorithm was developed in 1994 by Peter Shor
e Leverages quantum superposition and entanglement
e Good at finding prime factors of large integers
o
[

Reduces the time of factoring and discrete logarithm problems
Impacts RSA, DSA, ECC, DIffie-Hellman, etc

?X?(;C(i]jgt Xdtie) Speedup: O((log n)z) = 0(2

classical

record: | ' | The time to break goes from billions of /
230 digits | years to weeks or less

const X d”
Shor’s algorithm
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Grover’s Algorithm

Quantum search algorithm developed in 1996

Leverages quantum superposition and phase interference
Great a unstructured search problems

Impacts symmetric key algorithms (AES, 3DES) and hashing functions |

gigcjfii}fm ’ LDV Kumar ]
Grover,

Speedup: O(n) — O(v/n) 7

Classical

Algorithm

The time to break a key goes from many billions of
years to fewer billions using a brute force attack



fﬁTST Post-Quantum Encryption Standards
= M L-KEM SLH-SSA

(formerly CRYSTALS-Kyber) (formerly SPINCS+)

\\ N Module Lattice based Key Encapsulation Mechanism (ML-KEM)

NN Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
\\\ / For asymmetric encryption
\

For digital signature

FN-DSA
ML-DSA (formerly FALCON)

‘ (formerly CRYSTALS-DI|IthIUIT]) Module-Lattice based Digital Signature Algorithm (FN-DSA)
For digital signature

\dh\ e-Lattice based Digital Signature Algorithm (ML-DSA)
For digital signatures



Post-Quantum Cryptography in the News —

Ty

nature

Explore content ¥  About the journal ¥  Publish with us v Subscribe
SMALL BUSINESS

HOW BUSiI nature > news > article

With Post_ NEWS | 19 February 2025

By Anurag Lal, Forbes Councils Microsoft Claims quantum-

for Forbes Business Council, (

musosne  cOmputing breakthrough — but
some physicists are sceptical

The tech giant aims to make ‘topological’ quantum computers that will reach useful
scales faster than competing technologies.

By Davide Castelvecchi




At Risk Cryptographic Algorithms

Algorithm Type Purpose Mitigation
AES-256 Symmetric Encryption Larger Key Sizes
SHA-256, SHA-3 Hash Hash Functions Larger Key Sizes
: NEGEINTEIGY
RSA Asymmetric Ectablishment Not Secure
/ .
ECDSA, ECDH (‘ Asymmetric Signatures/Key Not Secure

Establishment
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Secure Shell (SSH) and Cryptography mv

{
Version negotiation ———— | |-— .

Key Exchange { EESEEEET -

SSH_MSG_SERVICE_REQ

SSH provides secure remote logins and SSH CLIENT SSHSERYES —

command executions. It uses all three : : 7
Establish TCP Connection (SYN-ACK) /

types of cryptography T

Service Request - {




HTTPS/TLS and Cryptography

CLIENT/BROWSER

Transport Layer Security (TLS) protocol encrypts data to
protect it from authorized access. HTTPS uses TLS to encrypt
communication between browser and web server

Client Hello
TLS Version, SessionlD, List of Cipher Suites

Server Hello
TLS Version, SessionlD, Selected Cipher Suites, Server
Certificate

Client Key Exchange - -

Client generates a shared secret, encrypts it with the puhlic- -~~~ )

key givenin the servers certificate T ="

- -

Key Generation ----- T
Client and Server generate a shared key from th’e,key"
exchange JPtos

Change Cipher Spec -~~~

Start Using the new keys far encryption

am  KeyGeneration  mpelll
Change CipherSpec / /

Establish TCP Connection (SYN-ACK)

ServerHello+Certificate

ClientKeyExchange Msg

WEB SERVER —

RS

‘ paJ,dK,Duj




Open Quantum Safe (0QS) Project

Industry Partners @ Boring Language SDKs Integration into forks
Amazon Web Services, S/MIN .509 SSL C#, C++, Go, Java, of widely used open-

evolutionQ, IBM Research OpenSSL 3 provider Python, Rust source projects
& Microsoft Research

Additional Contributions C language library,
Cisco, Senetas, PQClean common API

Project & Individuals i
v~ x86/x64 (Linus,

Key exchange / KEMs signatures Mac, Windows)

Financial Support

AWS, Canadian Center
for Cyber Security, eonenins code- lattice-
NSERC & Unitary Fund g based based

v~ ARM (Android,
multi-variate hash-based / Linux)
polynomial symmetric
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Enabling PQC in OpenSSL

Build and install libogs

Build and install ogs provider
Configure OpenSSL w/ogs provider
Verify OpenSSL configuration

Our Environment

Virtual Machine: Redhat 9.5 minimal install

Dependencies:
e Git, GCC development tools
e OpenSSL 3.2.2 + devel packages




otep I: Build and install libogs .

// Create the source and build directory
# mkdir -p ~src/libogs && cd ~/src/libogs S

// Download libogs source from git repo
# git clone https://github.com/open-quantum-safe/libogs.git
# cd libogs

// Set environment with path the libogs and openssl

# mkdir build && cd build
# cmake -DBUILD_SHARED_LIBS=ON -DOQS_USE_OPENSSL=0FF \

// build and install to /usr/local/lib64
# make -j S(nproc)
# make -j install



https://github.com/open-quantum-safe/oqs-provider.git

Step 2: Build and install ogs-provider

// Create the source and build directory
# mkdir -p ~src/ogs-provider && cd ~/src/oqs-provider —

// Download ogs-provider source from git repo
# git clone https://github.com/open-quantum-safe/ogs-provider.git
# cd ogs-provider

// Set environment with path the libogs and openssl
# export libogs_DIR=/usr/local/lib64
# export OPENSSL_INSTALL=/usr

// Build and install to /usr/local/lib64
# scripts/fullbuild.sh
# cmake --install _build



https://github.com/open-quantum-safe/oqs-provider.git

Step 3: Configure OpenSSL w/ogs-provider-.

// Using vi, add the ogs-provider configuration to ssl.conf
# vi Jetc/ssl/openssl.cnf

. # PQC ogs-provider
' [provider_sect]

- default = default_sect. . % Define the osq provider
. ogsprovider = ogsprovider_sect !

' [default_sect]
activate=1

logsprovider_sect]
' activate =1

__________________________________________________




Step 4a: Verify ogs-provider configuration. .

// List the PQC provider
# openssl list -providers

Providers:
default
name: OpenSSL Default
Provider
version: 3.2.2
status: active
ogsprovider
name: OpenSSL OQS
Provider
version: 0.8.1-dev
status: active

// List the ML KEM algorithms
# openssl list -kem-algorithms | grep kem

512 @ ogsprovider \ ’ //
p256_mlkem512 @ oqgsprovider

x25519_ @ oqsprovider
mlkem768 @ ogsprovider
p384_mlkem768 @ oqgsprovider i
X448 _ @ oqsprovider ]
mlkem1024 @ ogsprovider /
p521_ 1024 @ ogsprovider




Step 4b: Verify ogs-provider configuration_.

// List the KEX algorithms
# openssl list -key-exchange-algorithms
[...snip...]
p256_mldsad44 @ oqgsprovider
rsa3072_mldsa44 @ ogsprovider
44 _pss2048 @ oqgsprovider

@ oqgsprovider
p256_falcon512 @ ogsprovider
rsa3072_falcon512 @ oqgsprovider

padded512 @ oqgsprovider

rsa3072_sphincssha2128ssimple @ ogsprovider
sha2192fsimple @ ogsprovider




Implementing PQC in Apache

1. Install Apache web server
2. Enable X25519MLKEM768
3. Testyour HTTPS in Apache

// Step 1: Install Apache with mod_ssl
# dnfinstall httpd mod_ssl

Our Environment

Virtual Machine: Redhat 9.5 minimal install

Dependencies:
e OpenSSL w/ogs-provider
e Apache/mod_ssl




Step 2: Enable PQC algorithm

// Configure ssl configuration with Key Encapsulation Mechanism algorithm
# vi Jetc/apache/conf.d/ssl.conf

# Configure key exchange and key encapsulation mechanisms
SSLOpenSSLConfCmd Curves X25519MLKEM768:X448:X25519:prime256v1

// Restart apache web server
# systemctl restart httpd




Step 3:
Test Apache PQC
Connection

cate




Wireshark Screenshot of SSH Session

Length Info

Time Source Destination Protocol

1 0.000000 192.168.2.26 1 TCP 74 56232 > 22 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=55982
2 0.005731 192.168.2.26 TCP 74 22 > 56232 [SYN, ACK] Seq=0 Ack=1 Win=26847 Len=0 MSS=1460 SACK_PERM=1
3 0.005763 192.168.2.26 TCP 66 56232 » 22 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=559821790 TSecr=1559
4 0.005920 192.168.2.26 L SSHv2 96 Client: Protocol (SSH-2.0-OpenSSH_8.9-2022-01_)
5 0.008707 192.168.2.26 TCP 66 [TCP Window Update] 22 » 56232 [ACK] Seq=1 Ack=1 Win=26880 Len=0 TSval=
6 0.009051 192.168.2.26 TCP 66 22 > 56232 [ACK] Seg=1 Ack=31 Win=26880 Len=0 TSval=1559921218 TSecr=55
7 ©.056228 192.168.2.26 SSHv2 88 Server: Protocol (SSH-2.0-AWS_SFTP_1.1)
8 0.056265 192.168.2.26 TCP K =23 Win=64256 Len=0 TSval=559821840 TSecr=15
9 0.056757 192.168.2.26 SSHv2 ] ( Key Exchange Init
10 0.060525 192.168.2.26 TCP ACR ed= ACKk=1327 Win=44800 Len=0 TSval=1559921269 TSecr
11 0.088484 192.168.2.26 SSHv2 906 Server: Key Exchange Init
12 0.090038 192.168.2.26 SSHv2 1362 Client: Diffie-Hellman Key Exchange Init
13 0.095246 192.168.2.26 SSHv2 1718 Server: Diffie-Hellman Key Exchange Reply, New Keys, Encrypted packet (
14 0.095298 192.168.2.26 TCP 66 56232 > 22 [ACK] Seq=2623 Ack=2515 Win=64128 Len=0 TSval=559821879 TSec
15 0.101832 192.168.2.26 SSHv2 82 Client: New Keys
16 0.147147 192.168.2.26 TCP 66 22 > 56232 [ACK] Seq=2515 Ack=2639 Win=62720 Len=0 TSval=1559921356 TSe
17 0.147184 192.168.2.26 SSHv2 134 Client: Encrypted packet (len=68)
18 0.150515 192.168.2.26 TCP 66 22 > 56232 [ACK] Seq=2515 Ack=2707 Win=62720 Len=0 TSval=1559921359 TSe

Packet Length: 1292

Effi:ff EEEjE:' 5
v MKey Exchange (method:ecdh-nistp384-kyber-768r3-sha384-de@@openquantumsafe.org) I
Message Lode: Key Exchange Lnl )

v Algorithms
Cookie: 42184c4c7be946480d4dccal®6a7d783

+h. o7
kex_algorithms string: ecdh—nistp384—kyber—768r3—5ha384—d@O@openquantumsafe.orglext—info—c |
server_host_key_ algorithms length: 463

server_host_key_algorithms string [truncated]: ssh-ed25519-cert-v@l@openssh.com,ecdsa-sha2—nistp256—cert-v@l@openssh.com,ecdsa—sha2-nistp384-cert—v@l@openssh.com,ech

encryption_algorithms_client_to_server length: 108



Other Vulnerable Services

Blockchain and

PGP/GPG
Encryption

Public Key Crypto

Currencies

Infrastructure

Bitcoin - ECDSA / SHA-256
Ethereum - ECDSA / Keccak (SHA-3)

Certificate Authorities (CA) Litecoin - ECDSA / SCRYPT

configured with RSA/ECC
keys

Secure Email



Who’s Doing PQC?

Mozilla using X25519+Kyber

OpenSSH 9.0

Google Chrome

Microsoft Edge

Cloudflare front end sites using X25529+Kyber

Signal using Post-Quantum Extended Dlffie-Hellman (PQXDH)
Amazon

Cisco

Proton Mail




Next Steps? S

Quantum threats are coming ... but Don’t Panic, there’s still time
Start testing PQC implementations and configurations
Practice Crypto-Agility

Start testing PQC today!
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Encrypt ...
Like it’s 2030




Thank You!

Do you have any questions?
Atom - aramirez4l5@ucmerced.edu / LinkedIn
Marie - mariecurieramirez@berkeley.edu / Linkedin

CREDITS: This presentation template was created by Slidesgao, and
includes icons by Flaticon, and infographics & imaages by Freepik
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Please keep this slide for attribution
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