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How much data is 
generated annually, 

globally?



https://explodingtopics.com/blog/data-generated-per-day



90%
Produced in the past 

two years

https://explodingtopics.com/blog/data-generated-per-day
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“By 2025, the world will generate an 

astounding 180 zettabytes of data, with 

approximately 30% of this being real-time 

data created by connected users having 

digital interactions every 18 seconds”

https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf (page 5)
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https://www.grepsr.com/blog/31-mind-blowing-statistics-about-big-data-for-businesses-2024/



9

That’s not my data
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generated 
data

PlatformSystemApplication
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Generated from servers
Data
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Generated from the cloud
Data
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Generated from your users
Data
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Generated from your disruptions
Data
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63%
will be making additional investments in 
observability over the next two years, with 21% 
describing those investments as significant..

https://devops.com/survey-surfaces-spike-in-observability-investments-among-devops-teams/



16

46%
plan to adopt AI tools to augment DevOps teams in 
the next 12 months.

https://devops.com/survey-usage-of-ai-rapidly-expands-once-devops-teams-adopt/



Primary Focus Areas

• Development and Testing

• Operations and Monitoring



Expected Benefits

• Increased productivity

• Reduce skills gap

• Improve software quality

• Lower operational costs

https://devops.com/survey-usage-of-ai-rapidly-expands-once-devops-teams-adopt/



Expected Benefits

Increased productivity

Code Development

• Improvements in writing code

• Gains in debugging and defect prevention

• Automated code reviews and optimization reduce errors

• AI copilots help write code faster and understand code structures

https://devops.com/survey-usage-of-ai-rapidly-expands-once-devops-teams-adopt/



Expected Benefits

Increased productivity

Testing and Quality

• Enhanced testing efficiency

• Improvements in test script generation

• Automated testing and quality assurance processes

• AI helps detect, auto-heal, and predict defects during development

https://devops.com/survey-usage-of-ai-rapidly-expands-once-devops-teams-adopt/



How AI and LLMs are 
Modernizing Observability

What can be done .. today?
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Current AI or LLM-enabled Observability Capabilities
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Anomaly Detection AI-driven RCA Predictive Analytics

Natural Language
Query Processing

Automated Incident
Correlation

Business Impact
Analysis

Security Threat
Detection

AI-assisted Log
Analysis

Incident Clustering and
Intelligence

Behavioral Analysis
Virtual Agents and

Predictive Tools
Proactive

Alerts
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Notable Trends

Incident Management

Query Intelligence

Predictive Capabilities



Incident Management
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Real-time 

Response 

Automation

Intelligent 

Classification

Automated RCA Advanced Analytics 

and Reporting



Predictive Capabilities
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Security and 

Compliance 

Enhancement

Performance 

Optimization

Early Issues 

Detection and 

Prevention

Cost Reduction and 

Efficiency



Natural Language Querying
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Smart AssistancePersonalized 

Experience

Query 

Transformation

Task Simplification
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CI Visibility

Test Visibility

Intelligent Test 
Runner

Continuous Testing

Cloud Security 
Management

Application Security 
Management

Software 
Composition 
Analysis

Cloud SIEM

Log Management

Observability 
Pipelines

Audit Trail

Log Forwarding

Error Tracking

Sensitive 
Data Scanner

Synthetics

Mobile App Testing

Browser Real User 
Monitoring

Mobile Real User 
Monitoring

Session Replay

Application 
Performance 
Monitoring

Distributed Tracing

Continuous Profiler 

Database Monitoring

Universal Service 
Monitoring

Data Streams 
Monitoring

Data Jobs 
Monitoring

LLM Observability

Infrastructure 
Monitoring

Containers

Serverless

Network 
Performance 
Monitoring

Network Device 
Monitoring

Metrics

Cloud Cost 
Management

Cloudcraft

Incident 
Management

Event Management

Workflow 
Automation

App Builder

Shared Platform Services

Dashboards  ● CoScreen  ● Teams  ● Agent  ● OpenTelemetry  ● Notebooks  ● Service Catalog  ● IDE Plugins  ● ChatOps  ● SLOs  ● Case Management

UNIFIED METRICS, LOGS, TRACES, SESSIONS

AI

Natural Language Querying  ● Root Cause Analysis  ● Anomaly Detection  ● Impact Analysis  ● Proactive Alerts  ● Autonomous Investigations  ● Bits AI 

Infrastructure Applications Digital 
Experience 

Logs Security Software 
Delivery

Cloud Service 
Management

Datadog Platform

800+ INTEGRATIONS
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Current AI or LLM-enabled Observability Capabilities
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Anomaly Detection AI-driven RCA Predictive Analytics

Natural Language
Query Processing

Automated Incident
Correlation

Business Impact
Analysis

Security Threat
Detection

AI-assisted Log
Analysis

Incident Clustering and
Intelligence

Behavioral Analysis
Virtual Agents and

Predictive Tools
Proactive

Alerts
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Change
Management
Techniques 
& Practices
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• Establish a sense of urgency

• Create a vision for the future

• Communicate effectively



DORA
Metrics
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• Deployment frequency

• Lead time for changes

• Change failure rate

• Time to restore service
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Data



Key Takeaways
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Identify hidden 
patterns in complex 

data

Advanced Automated 
Data analysis

Reduce manual 
troubleshooting



Trends

41

Generative AI and LLMs … in Observability Platforms

Unified AI/ML:
Monitoring End-to-end 
visibility from app & 

infra to model

Agentic AI:
Autonomous 

Workflows

Cost Optimization: 
Forecasting LLM token 

usage



Resources

dtdg.co/SCaLE22x

NOTE: Authenticate first



Thank you

Jason Hand
Senior Developer Advocate : SRE – DevOps – AI : Datadog

SCaLE 22x
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