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It's achieved through clarity
and intentionality.

FIREWALLS & FRIENDSHIPS:

MONITOR & Annie Hedgpeth
ADJUST aza';c;ggieeroftware

M people-work.io

FIREWALL &
AUTOMATE

Just as you create rules and CI/CD
pipelines to maintain a protected system...

i:} Just as you track system
health and watch for

anomalies...

090 Track relationship health

and watch for connection Set boundaries to protect your time and

energy and create systematic check-ins
to maintain relationship consistency

imbalances f&';

ems Professional
vorking Netwaork

Professional
Networking

Systems
Networking

* 7. 5 - SIES
sound and outboune




FIREWALLS & FRIENDSHIPS:

le Hedgpeth

der
0s Software

@ 2-work.io

: :
H ) ] %
. | | L | H
H n i
: :
: :
m '

@anniehedgie y




INTRO
Why care about networking?

Steps

1 3

DEFINE FIREWALL MONITOR
& & &
SEGMENT AUTOMATE ADJUST

DevOps has
always been
about people.

FIREWALLS













| A -—-ﬂﬂum-\! Ceqwnes \‘:-H' @

) ' 3! W LAt S OV -
\ *\ o i“l - %u-' i ,I
) [ o) g e |

R

Wk “""“"rm
e’ 8
t “Tek ¥t

L
) — %
n Contont N b e

A ﬁmtangu’(‘:"‘" ko

LX”U\;U\’\\.“J% QHH\ . Ty L ’ . \--\...-‘.“s i
P ians e —— '4‘ ” L
S —
"-'\c—&&m )
é'q,ly“ : \
!\b\.“{ -
E” r( ( . B+ W {
| /r{'—_—&"‘ " !'! 0)2 U [?1{__
0.} h 7.0
R L
o 17 | ——— 0.1 58 - It 1 1 o
: o % 4 : /2 i U "F g v g £ e d& - e
141(“‘/-_—.___ Jt“ 3 J_ ‘J ™ " ‘ﬂ w —




s

@i
LA HUMNNE X
. [NTERPRHF)

el













HAH R AT A

s Ll e e bl ia LE TS
‘-'ﬂ‘_:u. -
g -
Ao Ay
PR=——ty
- B— T T P TR
W et R
A -pnl =
.... i SRR LN A PTITT

- v e L

3 FRm A - Ay -

' .td CEL LT Y TRy ..vg\L

BT AMuy T
R et
e L
VEERTIR Y L D ee
T IS NAEN pve T v RS
o BT L™ N AR A * AP, WY E T T
R Ty e R TP
o ".‘f.‘{!-. oyl YT RN
AR S e
T L THE A e
| = "’J"ﬂl—':" e e & LA e
- ;1 :...'-_--...r-'L = LT PR
e IN L IE

g TR ¢













Evolution of
DevOps Value

Technical Systems

Code Config

Tests Pipeline

Human Systems




3

DEFINE MONITOR
& &
SEGMENT ADJUST




DEFINE &
SEGMENT

{:} Just as we would design infrastructure with clear

architecture goals and access patterns for our
systems...

000 We can define our career goals and identify who
€D helps us acheive them

Professional
Networking

Systems
Networking

66

Security isn't achieved through
complexity and obfuscation.

It's achieved through clarity
and intentionality.




DEFINE &
SEGMENT

{:} Just as we would design infrastructure with clear

architecture goals and access patterns for our
systems...

000 We can define our career goals and identify who
D helps us acheive them



Systems
Networking

Identify system
architecture goals

Determine required
connections & create subnets

Apply principle of least
privilege

Professional
Networking

Define career objectives

Identify key relationships
needed

Define clear roles and
access levels




& VPC - 10.0.0.0/16

Web Subnet 1
10.0.0.0/24

Web Subnet 2 o App Subnet 2

10.0.1.0/24 10.0.3..0/24




66

Security 1sn’'t achieved through
complexity and obfuscation.

It's achieved through clarity
and intentionality.



Systems
Networking

Identify system
architecture goals

Determine required
connections & create subnets

Apply principle of least
privilege

Professional
Networking

Define career objectives

Identify key relationships
needed

Define clear roles and
access levels




DUNBARS NUMBER.: 150

TYPICAL NUMBER. OF PEOPLE WE CBN REEP TRIMK OF AN D |
CONS DER_PPET OF pUR. ONGOING <OCIDL NETWOR K.

IS0 50 5~
TRBE b CLOSE el -
FRiENDS [ DBNG! NOW,
- e g Y/ WHKT WAS THEIR.
v%?:?a?_ ing RE-ILA'T'\ONSMP L’L\N BHME AGAIN?
o -ty IN__T




Systems
Networking

Identify system
architecture goals

Determine required
connections & create subnets

Apply principle of least

privilege

Professional
Networking

Define career objectives

Identify key relationships
needed Sts

Define clear roles and
access levels

(W

A Y



VPC:

All the people you
intention for
supporting and
want to be

supported by

=

Direct Reports

Stakeholder

First Team




. |

Stakeholder




* those who have a stake in
your outcomes

* leaders of the spheres in
which you're involved

* those you look to for
guidance and leadership

GOAL: to support the
things that are important
to them so that they

vouch for you when
you're not in the room
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pipelines to maintain a protected system...

Set boundaries to protect your time and
energy and create systematic check-ins
to maintain relationship consistency
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Long time
no see!
Bring it in!

just-in-time
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How 'bout
that project
of mine, huh?
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Just as you create rules and CI/CD
pipelines to maintain a protected system...

Set boundaries to protect your time and
energy and create systematic check-ins
to maintain relationship consistency
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Set inbound and outbound
rules

Build CI/CD pipelines for

consistent deployments

Create automated checks
to maintain desired state

Professional
Networking

Establish interaction
patterns

Set appropriate
boundaries

Establish regular check-ins

with key contacts




Could higher-fidelity interactions
better serve your goals?
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resource "azurerm_virtual_network"” "example"” {
name = "example-vnet”
address_space ["10.0.0.0/16"]
location azurerm_resource_group.example.location
resource_group_name = azurerm_resource_group.example.name

}

resource "azurerm_subnet” "web” {
name = "web-subnet”
resource_group_name = azurerm_resource_group.example.name
virtual_network_name = azurerm_virtual_network.example.name
address_prefixes = ["10.0.1.0/24"]

service_endpoints = ["Microsoft.Sql"”, "Microsoft.Storage”]
}
resource "azurerm_subnet” "app" {

name "app-subnet”

resource_group_name azurerm_resource_group.example.name
virtual_network_name = azurerm_virtual_network.example.name
address_prefixes ["10.0.2.0/24"]

}
resource "azurerm_subnet” "dmz" {
name = "dmz-subnet”
resource_group_name = azurerm_resource_group.example.name

virtual_network_name = azurerm_virtual_network.example.name
address_prefixes ["10.0.4.0/24"]

}

resource "azurerm_network_security_group” "dmz" {
name "dmz-nsg"
location azurerm_resource_group.example.location
resource_group_name = azurerm_resource_group.example.name

}

resource "azurerm_subnet_network_security_group_association” "dmz" {
subnet_id = azurerm_subnet.dmz.id
network_security_group_id = azurerm_network_security_group.dmz.id

}

resource "azurerm_subnet” "db" {
name "db-subnet”
resource_group_name = azurerm_resource_group.example.name
virtual_network_name = azurerm_virtual_network.example.name
address_prefixes ["10.0.3.0/24"]
delegation {
name = "sql-delegation”
service_delegation {
name = "Microsoft.Sql/managedInstances”
actions = ["Microsoft.Network/.../subnets/join/action"]

&
}
}




relationship lori_bryan {
type: stakeholder
intention: {
event_name: "Mentorship Meeting”
recurrence: quarterly
medium: "Lunch”

j
¥

relationship adam_michaels {
type: stakeholder
intention: {
event_name: "Mentorship Meeting”
recurrence: quarterly
medium: "Zoom"

3
}

relationship michael_hedgpeth {
type: first_team
intention: {

event_name: "Project Status Check”

recurrence: weekly
medium: "IRL”
3
¥

relationship shannon_scott {
type: first_team
intention: {
event_name: "Hiking Meetup”
recurrence: weekly
medium: "Hike"
}
}

relationship matthew_osei {
type: base
intention: {
event_name: "Catch-up”
recurrence: quarterly
medium: "Slack DM Convo”

}
)

relationship corey_lang {
type: base
intention: {
event_name: "Catch-up”
recurrence: quarterly
medium: "Coffee Catch-Up”

)
}




automation=$recurring_events




— Antoine de Saint-Exupéry
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Track system health
metrics

Monitor for security
threats

Analyze performance
patterns
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Network
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health =
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checks m

C Adjust based on data
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What happened?
(Just facts)

How did it make
you feel?




Reciprocity

Energy Balance

Influence Flow
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functional
reach

Decision-maker
accessibility
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Like disaster
recovery,
professional
relationships work
best as an ongoilng
practice, not
emergency response.




DevOps has
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